
UNITED STATES DEPARTMENT OF AGRICULTURE 
Farm Service Agency 
Washington, DC 20250 
 
For:  FSA Employees and Contractors 
 

Mandatory FY 2010 USDA Information Security Awareness and Rules of Behavior Training 
Approved by:  Deputy Administrator, Management 

 
 

 
1 Overview 

 
A Background 
 

All Federal and non-Federal employees, including permanent full-time or part-time 
employees and temporary employees, are required to complete the FY 2010 USDA 
Information Security Awareness and Rules of Behavior Training by 
November 20, 2009, whether they use a USDA computer or not. 
 
The training fulfills the following Federal mandates: 
 
 annual security awareness and privacy refresher training 
 
 user accountability for actions after being informed of the rules of behavior, in accessing 

and using FSA’s information resources (systems and privacy data), and the penalties 
associated with the violation of those rules. 

 
Note: FY 2010 training guidance for STC and COC members and advisors will be in a 

separate IRM notice. 
 

B Purpose 
 
This notice advises employees (including field assistants) and contractors of the following: 
 
 how to complete the mandated training 
 
 FSA training deadline 
 
 supervisor, manager, and Contracting Officer Technical Representative (COTR) 

responsibilities 
 
 computer account suspension for noncompliance. 

 
Disposal Date  
 
October 1, 2010 

Distribution 
 
All FSA employees and contractors; State Offices 
relay to County Offices 
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2 Training Guidance 
 

A Overview 
 

Users’ AgLearn learning plans were updated October 1, 2009, with the new training.  
Contact the local AgLearn Administrator if the training is not on the learning plan. 
 
The training includes the following: 
 
 FY 2010 Information Security Awareness Training (ISAT) 
 ISAT Follow-Up Assessment 
 Rules of Behavior Training 
 Rules of Behavior Acknowledgement Form. 
 
Note: Complete all modules.  There is no credit for partial completions. 
 
Employees with computer access must complete the training using AgLearn, which requires 
a USDA eAuthentication account.  On September 16, 2009, Christopher L. Smith, USDA 
Chief Information Officer, issued an FY 2010 Advance Security Awareness Training 
memorandum to all employees reminding users to validate their AgLearn eAuthentication 
user ID and password to avoid any delays with completing the training. 
 
Note: The AgLearn web-based version of the training is not an option for newly hired 

employees with no USDA computer access.  Newly hired employees will complete 
an alternate PDF paper-based version of the training. 

 
B FY 2010 USDA Information Security Awareness and Rules of Behavior Training 

Instructions 
 

Complete the FY 2010 mandated training according to the following instructions. 
 

 Current employees and contractors with computer access shall complete the 
web-based version of the training using AgLearn as follows. 

 
Step Action 

1 Access AgLearn at www.aglearn.usda.gov. 
2 Under “Learner Center”, CLICK “Learner Login”.  CLICK “I Agree” on the Warning Screen. 
3 Enter the eAuthentication user ID and password and CLICK “Login”. 

 
Note: If there are problems logging into eAuthentication, contact the ITS Service Help Desk 

at 1-800-457-3664 or at eAuthHelpDesk@ftc.usda.gov. 
4 On the navigation bar, CLICK “Learning”. 
5 On the learning plan, locate the “FY2010 USDA Information Security Awareness and Rules of 

Behavior Training” course and CLICK “Launch content”. 
6 For more help, go to www.ocionet.usda.gov/ocio/security/training.html and print a copy of 

the instructions on navigating through the training modules. 

 
Note: County Office field assistants shall complete the alternate PDF paper-based 

version of the training. 
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2 Training Guidance (Continued) 
 

B FY 2010 USDA Information Security Awareness and Rules of Behavior Training 
Instructions (Continued) 

 
 Newly hired employees or employees who do not access computers shall complete the 

alternate PDF paper-based version of the training as follows. 
 

Note: Newly hired employees shall not access FSA information systems or privacy data 
until the training is complete. 

 
Step Action 

1 Supervisors, managers, or trainers shall navigate to 
www.ocionet.usda.gov/ocio/security/training.html and print all modules of 
the training. 

2 Deliver the complete paper-based training package to the new employee on the 
day of or before the employee’s reporting date. 

3 The employee must return the completed paper-based ISAT assessment and the 
signed Rules of Behavior Acknowledgement Form to the supervisor, manager, 
or trainer. 

4  State and County Offices shall send a copy of the newly hired employee’s 
completed ISAT assessment and signed Rules of Behavior 
Acknowledgement Form to the local AgLearn Administrator for grading 
and recording in AgLearn.  Request a training certificate to validate the 
employee’s completion of the training. 

 
Note: See Exhibit 1 for a list of State AgLearn Administrators. 

 
 National Office new employees shall receive the paper-based training 

through HRD, Training and Development Branch when reporting for 
fingerprinting.  A certificate of completion will be issued after achieving a 
score of 70 percent.  The local AgLearn Administrator will record the 
training completion in AgLearn. 

 
 Kansas City Office new employees shall receive the paper-based training 

during the orientation session.  A certificate of completion will be issued 
after achieving a score of 70 percent.  The local AgLearn Administrator 
will record the training completion in AgLearn. 

 
 St. Louis and APFO Offices shall FAX a copy of the completed ISAT 

assessment and signed Rules of Behavior Acknowledgement Form to 
Mark Nelson, Kansas City AgLearn Administrator, at 816-926-1825 for 
grading, recording completion, and returning a certificate of completion for 
the new employee. 

5 All FSA-13A’s submitted for newly hired employees must include an FY 
2010 Information Security Awareness and Rules of Behavior paper-based 
training completion certificate, or FSA-13A will be rejected and returned. 
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Notice IRM-420 
 
2 Training Guidance (Continued) 
 

B FY 2010 USDA Information Security Awareness and Rules of Behavior Training 
Instructions (Continued) 

 
 Newly hired contractors shall complete the web-based version of the training using 

AgLearn.  COTR’s shall ensure that contractors use a computer outside of the USDA or 
FSA network (business or home office computer) to: 

 
 complete the external eAuthentication and AgLearn registration process 
 take the FY 2010 training. 
 
Note: Newly hired contractors shall not access FSA information systems or privacy data 

until the training is complete. 
 

Step Action 
1 Access AgLearn at www.aglearn.usda.gov. 
2 Under “Resource Center”, CLICK “External Registration”. 
3 Under “Step 1 - Create Account”, CLICK “USDA Contractor”.  On the Account 

Screen, completely fill in the required information and CLICK “Continue”. 
4 Under “Step 2 - Complete registration”, CLICK “Register”. 
5 Return to www.aglearn.usda.gov and enter the new eAuthentication user ID and 

password. 
 
Note: If there are problems logging into eAuthentication, contact the ITS Service 

Help Desk at 1-800-457-3664 or at eAuthHelpDesk@ftc.usda.gov. 
6 On the navigation bar, CLICK “Learning”. 
7 On the learning plan, locate the “FY2010 USDA Information Security Awareness 

and Rules of Behavior Training” course and CLICK “Launch content”. 
8 For more help, go to www.ocionet.usda.gov/ocio/security/training.html and print 

a copy of the instructions on navigating through the training modules. 
 

C Extended Absence 
 
Supervisors and managers shall provide the names of employees, including students, 
currently on extended leave (sick leave, military leave, or other extended absence) to the 
local AgLearn Administrator who will inactivate the user’s AgLearn account until they return 
to work.  When the employee returns to work managers must: 
 
 send notification to activate the account 
 ensure that the training is completed immediately. 
 
Notes: Failure to inactivate AgLearn accounts for an extended absent employee will result in 

suspending the employee’s LAN account because of incomplete training. 
 

County Office intermittent employees shall be inactivated until they are called to 
perform work. 
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2 Training Guidance (Continued) 
 

D Accommodations 
 
Persons with disabilities who require additional accommodations to participate in this 
training should contact Bessy Plaza, HRD, by either of the following: 
 
 e-mail at bessy.plaza@wdc.usda.gov 
 telephone at 202-401-0365. 
 

E Noncompliant Users 
 
All noncompliant users will have their computer account access suspended. 
 

3 Responsibilities and Contacts 
 

A Managers, Supervisors, COTR’s, and SLR’s 
 
Managers, supervisors, and COTR’s: 
 
 have primary responsibilities for ensuring that their assigned employees and contractors 

complete the training as required 
 
 shall: 

 
 verify that their employees completed the training by reviewing the employees’ 

learning history 
 
 ensure that new employees and contractors complete the training before requesting 

computer access for the employee 
 

 send an e-mail to the local AgLearn Administrator and request the appropriate 
AgLearn account activity (make accounts inactive or active) for employees on 
extended leave or returning. 

 
SLR’s shall ensure that all FSA-13A’s submitted for new hires include an FY 2010 
Information Security Awareness and Rules of Behavior paper-based training completion 
certificate. 
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Notice IRM-420 
 
3 Responsibilities and Contacts (Continued) 
 

B Contacts 
 
If there are questions, follow this table for contact information. 
 
IF there is a question 
about... THEN… 
AgLearn do any of the following: 

 
 in AgLearn, CLICK “Help” 
 in AgLearn, CLICK “Contact Us” 
 call 1-866-633-9394. 

eAuthentication accounts 
or password resets 

contact ITS National Help Desk at 1-800-255-2434, option 3, 
or self-register for an account at 
www.eauth.egov.usda.gov/eauthCreateAccount.html. 

this notice or Security 
Awareness Training policy 

contact either of the following: 
 
 Seabelle Ball at AgLearnSecurity@wdc.usda.gov 
 Brian Davies at brian.davies@wdc.usda.gov. 

employee training 
administration, and grading 
and recording paper-based 
training completions 

contact the local AgLearn Administrator.  See Exhibit 1. 
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       Notice IRM-420 Exhibit 1 
 
AgLearn Administrator Contact List 
 

Location Name E-Mail Address 
Albuquerque, NM Garcia, Joilynn joilynn.garcia@nm.usda.gov 
Albuquerque, NM Mowduk, Valarie valarie.mowduk@nm.usda.gov 
Alexandria, LA Normand, Christine christine.normand@la.usda.gov 
Amherst, MA Smiarowski, Thomas thomas.smiarowski@ma.usda.gov 
Amherst, MA Dziok, Lynne lynne.dziok@ma.usda.gov 
Annapolis, MD Coppage, Vicky vicky.coppage@md.usda.gov 
APFO  Nelson, Mark mark.nelson@kcc.usda.gov 
Athens, GA Moore, Kula kula.moore@ga.usda.gov 
Athens, GA Vaughn, Marcia marcia.vaughn@ga.usda.gov 
Bangor, ME Coffin, MaryAnne maryanne.coffin@me.usda.gov 
Boise, ID Patterson, Carole carole.patterson@id.usda.gov 
Boise, ID Wiggins, Brandi brandi.wiggins@id.usda.gov 
Bordentown, NJ Booher, Audrey audrey.booher@nj.usda.gov 
Bordentown, NJ Olsen, Henri henri.olsen@nj.usda.gov 
Bordentown, NJ Tallman, Mary mary.tallman@nj.usda.gov 
Bozeman, MT Ferguson, Robert rob.ferguson@mt.usda.gov 
Bozeman, MT Deschamps, Richard richard.deschamps@mt.usda.gov 
Bozeman, MT Itoh, Linda linda.itoh@mt.usda.gov 
Bozeman, MT Johnson, Holly holly.johnson@mt.usda.gov 
Casper, WY Atkins, Pam pam.atkins@wy.usda.gov 
Casper, WY Johnson, Jodene jodene.johnson@wy.usda.gov 
Colchester, VT Bagdy, Renee renee.bagdy@vt.usda.gov 
Colchester, VT Johnson, Steve steve.johnson@vt.usda.gov 
College Station, TX Diserens, Cynthia cynthia.diserens@tx.usda.gov 
College Station, TX Goodman, Kirk kirk.goodman@tx.usda.gov 
College Station, TX Owens, Darren darren.owens@tx.usda.gov 
College Station, TX Owens, Lori lori.owens@tx.usda.gov 
College Station, TX Trevino, Eddie eddie.trevino@tx.usda.gov 
College Station, TX Weston, Ronda ronda.weston@tx.usda.gov 
Columbia, MO Ball, Alan alan.ball@mo.usda.gov 
Columbia, MO Fullerton, Bob bob.fullerton@mo.usda.gov 
Columbia, MO Niemeyer, Steven steven.niemeyer@mo.usda.gov 
Columbia, MO Stubbs, Mary mary.stubbs@mo.usda.gov 
Columbia, SC Turner, Toni toni.turner@sc.usda.gov 
Columbus, OH Fleming, Marie marie.fleming@oh.usda.gov 
Columbus, OH Wheeler, Kari kari.wheeler@oh.usda.gov 
Concord, NH Grames, Linda linda.grames@nh.usda.gov 
Davis, CA Hernandez, Lyn lyn.hernandez@ca.usda.gov 
Des Moines, IA Bauer, Mary mary.bauer@ia.usda.gov 
Des Moines, IA Murray, Patricia patricia.murray@ia.usda.gov 
District of Columbia 
Metropolitan Area 
(Headquarters’ Offices) 

Plaza, Bessy bessy.plaza@wdc.usda.gov 
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       Notice IRM-420 Exhibit 1 
 
AgLearn Administrator Contact List (Continued) 
 

Location Name E-Mail Address 
Dover, DE Dorey, Tammy tammy.dorey@de.usda.gov 
East Lansing, MI Berry, Elaine elaine.berry@mi.usda.gov 
East Lansing, MI Fischer, Sherry sherry.fischer@mi.usda.gov 
Fargo, ND Pederson, Joyce joyce.pederson@nd.usda.gov 
Fargo, ND Strommen, Kathy kathy.strommen@nd.usda.gov 
Gainesville, FL Colvin, Jan jan.colvin@fl.usda.gov 
Gainesville, Fl Drayton, Justin justin.drayton@fl.usda.gov 
Gainesville, FL Kisko, Bonnie bonnie.kisko@fl.usda.gov 
Harrisburg, PA Myers, Susan susan.myers@pa.usda.gov 
Honolulu, HI Lee, Jill jill.lee@hi.usda.gov 
Huron, SD Olson, Wendy wendy.olson@sd.usda.gov 
Huron, SD Ross, Traci traci.ross@sd.usda.gov 
Indianapolis, IN McEntire, Gloria gloria.mcentire@in.usda.gov 
Jackson, MS Brown, Susan susan.brown@ms.usda.gov 
Jackson, MS Brown, Sandra sandra.brown@ms.usda.gov 
Kansas City, MO Nelson, Mark mark.nelson@kcc.usda.gov 
Lakewood, CO Alonso, Luis luis.alonso@co.usda.gov 
Lakewood, CO Belt, Pat pat.belt@co.usda.gov 
Lakewood, CO Peterson, Jenny jenny.peterson@co.usda.gov 
Lexington, KY Finch, Robert bob.finch@ky.usda.gov 
Lincoln, NE Hall, Debbie A debbiea.hall@ne.usda.gov 
Lincoln, NE Kmiecik, Patty patty.kmiecik@ne.usda.gov 
Little Rock, AR Morehead, Miriam miriam.morehead@ar.usda.gov 
Madison, WI Benn, Beth beth.benn@wi.usda.gov 
Madison, WI Bergan, Karen karen.bergan@wi.usda.gov 
Madison, WI Lynch, Heather heather.lynch@wi.usda.gov 
Manhattan, KS Ford, Dawna dawna.ford@ks.usda.gov 
Manhattan, KS Powell, Kerrie kerrie.powell@ks.usda.gov 
Manhattan, KS Schmidt, Kim kim.schmidt@ks.usda.gov 
Montgomery, AL Jenkins, Debra debra.jenkins@al.usda.gov 
Montgomery, AL Moses, Valerie valerie.moses@al.usda.gov 
Nashville, TN Buchanan, Tonya tonya.buchanan@tn.usda.gov 
Nashville, TN Davis, Pamela pamela.davis@tn.usda.gov 
Nashville, TN Ligon, Nancy nancy.ligon@tn.usda.gov 
Nashville, TN Vaughan, Becky becky.vaughan@tn.usda.gov 
Palmer, AK Kramer, Donna donna.kramer@ak.usda.gov 
Phoenix, AZ Grubbs, Mark mark.grubbs@az.usda.gov 
Phoenix, AZ Richard, Patricia patricia.richard@az.usda.gov 
Raleigh, NC Barefoot, Diane diane.barefoot@nc.usda.gov 
Raleigh, NC Barker, Kathy kathy.barker@nc.usda.gov 
Reno, NV Buzzard, Chuck chuck.buzzard@nv.usda.gov 
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       Notice IRM-420 Exhibit 1 
 
AgLearn Administrator Contact List (Continued) 
 

Location Name E-Mail Address 
Richmond, VA Washburn-Marsh, Connie connie.washburn-marsh@va.usda.gov 
Richmond, VA Daniel, Sharidon sharidon.daniel@va.usda.gov 
Richmond, VA McGann, Helene helene.mcgann@va.usda.gov 
Richmond, VA Moore, Bernadette bernadette.moore@va.usda.gov 
Salt Lake City, UT Cook, Jeanine jeanine.cook@ut.usda.gov 
Salt Lake City, UT Koehler, Kenneth kenneth.koehler@slc.usda.gov 
Salt Lake City, UT Miyagishima, Tom tom.miyagishima@ut.usda.gov 
San Juan, PR Perez, Wanda wanda.perez@pr.usda.gov 
Sioux Falls, SD Schultz, Joyce joyce.schultz@sd.usda.gov 
Spokane, WA Cordes, Rhonda rhonda.cordes@wa.usda.gov 
Spokane, WA Provinsal, Jonna jonna.provinsal@wa.usda.gov 
Springfield, IL Chadwell, Charles charles.chadwell@il.usda.gov 
St. Louis, MO Nelson, Mark mark.nelson@kcc.usda.gov 
St. Paul, MN Aukes, Mary mary.aukes@mn.usda.gov 
St. Paul, MN Johnston, Mary mary.k.johnston@mn.usda.gov 
Stillwater, OK Park, Penney penney.park@ok.usda.gov 
Stillwater, OK Courtright, Jan jan.courtright@ok.usda.gov 
Syracuse, NY Malagisi, Nancy nancy.malagisi@ny.usda.gov 
Tolland, CT Currier, Theresa theresa.currier@ct.usda.gov 
Tualatin, OR Crooker, Marjorie marjorie.crooker@or.usda.gov 
Warwick, RI Lebrun, Deborah deborah.lebrun@ri.usda.gov 
Warwick, RI Rose, Alison alison.rose@ri.usda.gov 
West Virginia Pettit, John john.pettit@wv.usda.gov 
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